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Moaowenne of obecnevennn Ge30NACHOCTH NEPCONATLILIX IRNHLIX IPR AX oipaloTke B
HHPOPMAUHOHHLIY CHCTEMAX NEPCONATLHLIX JAHHLIX MY HHUANAILHOT0 GI0IKCTHOD YUpeaIcHis
AonoasuTeasnore obparopanng «Illewrp terekoro Teopuectea «Boexogy ropoickoro okpyra
Camapa

. Hacrosmee [lonowenme yoTanasawsaeT TpeOoBaHHs K obecneuenuio  GesonacHocTH
NEPCOHANLHLIX JaHHEIX npd #X oDpaboTee B HHQOPMAIHOHHEIY CHCTEMAX MEPCOHANBHLIX JaHHBIX B
MYHHIHNATEEOM OOIEeTHOM YYPERISHHH fonomduTensyoro obpasoBamms «LlewTp IeTckoro
TeopdecTea «Boexons roposckoro oxpyra Camapa (aanee-Tlonomenne).

2 Hacrosmee [lonowenne paspabotano B cooTBercTenM ¢ Tpefosannamn QeepankHoro jakoHa
Poccnfickolt @eacpaunn ot 27.07.2006r. Mel32-93 «0 nepcoHansuery SAHHEXS W NOCTAHOBIEHHS
IMpasmrenscTea Pocenfickoft ®esepammm or 01.11.2012r. Nall19 «OQ6 yreepwoennn TpeGosanmii
JAUPITE NEPCOHATEHBIX JaHHEIX npE X ofpafotke B HHPOPMALIMOHHBIY CHCTEMaX NEPCOHMTBHEIN
JAHHLIXY, ’

3 OCHOBHEIE TEPMHHEL, HCOONB3VEMEIE B HacToames [Tonowernu:
= DEpCOHATLHEE JAHHARE — mobad AHQOPMALHA, OTHOCAIIAACH K ONPEIeNeHHOMY N ONpeIeIgeMoMy
ua ocHoanny Takofi HuhopManHl PHINYECKOMY THLY (CYDBEKTY NEPCOHATEHEIX JAHHEI), B TOM YHCIE
ero GaMunHR, HMH, OTIECTBO, rOfI, MECHLl, 4T3 H MECTO POWISHHH, Gipec, ceMeifHOe, COUMATLHOS,
| HMYIIECTBEHHOS NON0KEHNS, 00PA30BAHHE, NPodeceHa, J0X0/kL, Apyrad HHopMaIg;
- obpafioTka NepCoMATLHLIX JaHHEY — AsficTus (onepalns) ¢ NEPCOHATBHRIMH JAHHEIME, BRTHOHAN
| ¢DOop, CHCTEMAaTHIALNIO, HAKONNEHHE, Xpanenne, yTounenie (oOHOBNEHRE, HAIMEHERNE), HCHONB30BANNE,
pacmpocTpaHene (B TOM  uHcae  mepedady), ofeiimumBanme, ONOKHPOBRHME, VANMTOXSHHE
NEPCORAILHBIN TAHHEIN,
- PACOPOCTPAHEHHE MEPCOHANBHLIN NAHHLIX — AefiCTBHA, HANPARNCHHEIE HA MEPERATY MEPCOHATEHLIX
| JAHHBIX ONpeJenecHHOMY KPYTY NMHO (Nepejata OepCOHANBHEIX JAHHBIX) HAH HO OIHAKOMIEHHE C©
NEPCOHANBHBIMH AaHHBIMA HEOIPAHHYEHHOr0 KPYra JHLL, B ToM 4Hcne ofHapodoBaHue MEPCOHANBHEIX
JaHMBIX B cpefcTeax  Maccosofl  uudopManuE,  pasMemedns B HHGOPMAIMOHHOID-
TENEKOMMYHUKATMOHHEIY COTAX WM NPeiOCTARACHHE A0CTYNA K MEPCOMATLHBIM MAHHEIM KAKHM-TR00
HHEIM COOCo0oM;
- MCOOIh3OBAHME OCPCOHATNLHBIN JAMHMBIX - JeficTeHA (onepanyM) © NEPCOHANEHEIMH IAHHEIMI
COBEPIIAEMEIE B LEMIX OPHHATHA pPelicHdil Wi coBepluedus WHB gefioramii, NOpOMIAONINY
KIPHAMSECKAE NOCTEICTEHA B OTHOIEHNH cyOheKTA NepeOHANBHEIX AAHHLIY MIH APYIMX 0 Aubo
HHEIM 00PA3IOM JATPATHERIDUINK MPasa H cBofoaks! cyDHEKTA NEPCOHATBHBIX JTAHHEIX HAH APYTHX JHIL;

- GHOEMpOBAIIE  TEpCOl - BpeMenHoe mpexpamenne cOopa, CHOTEMAaTHIALEN,
HAKOMIEHHA, HCTIOMBIORAHNA, PACTIPOCTPAHEHHA NEPCOHANEHEN TAMHED, B TOM YHCIE HX Neperaun;
- YHHYTOREHHE NEPCOHATLHLIX JAHHLIX — NeficTBRA, B Pe3Y/ILTATE KOTOPHIX HEBOIMONKHO BOCCTRHOBHTE

COACPHANHE NEPCOHATEHEIXN OAHHEIX B HHQOPMAUHOHHOH CHCTEME NEPCOHATBHBIN NAHHEIX WIH B
peayALTATE KOTOPLIX YHHYTONEKTCA MATEPHATbHEIE HOCHTEMH MEPCOHANEHELX JAHHBLX;

- HHPODMANHOHHAS CHCTEMA 1 H — HA(OPMAINORAAA CHCTEMA, NPEACTARARIOMAL
cofioit COBOKYNHOCTL NEPCOHANBHBIN OAHHEIX, cofepwamuxcs B Gase jammwmx, a Tacwe
HHPOPMALIHOHHBIX TEXHOTOTHI H TEXHHYECKHX CPEACTR, MOIBOMAIOMINK OCYILECTBAAT 0GpaboTky TaKux

— — — - m
NEPCOHANIBHBIX MAaHHBIX C HMCIIOJIB30BAHUEM CPEACTB aBTOMATH3alWH HIIN 0€e3 HCIIONIBL30BAHUS TAKUX

CpEeICTB (nanee - HHPOpPMAIIMOHHASI CUCTEMA);



- TCXHUYCCKUE CPEACTBA, IMO3BOJIAIONMIMEC OCYIICCTBIATH 06[)3.60TKV NEPCOHAJIbHBIX JAHHBIX — CPCACTBA

BBIUUCIIUTENIFHOW TEXHUKH, HH(OPMAIIMOHHO- BBIYMCIUTEIbHBIE KOMIUIEKCHI M CETH, CpPEACTBa U
CHCTEMBI NIepeauul, prueMa u 00padOTKH NMEPCOHATBHBIX JaHHBIX (CPEICTBA M CUCTEMbI 3BYKOYCHIICHUS,
3BYKOBOCIIPDOM3BE/ICHUS, II€PETOBOPHBIE M TEJIEBU3MOHHBIE YCTPOMCTBA, CpPEACTBA H3TOTOBIIEHUS,
TUPAXUPOBAHUSA JTOKYMEHTOB M JApPYrHMe€ TEXHUUYECKHE CpPEeICTBa O0pabOTKU pedyeBOM, IpauyuecKoi,
BUZ€O- UM OyKBEHHO- LU(poBOoH HH(OpMaLUK), NPOrpaMMHbBIE CPEICTBA(ONEPALUOHHBIE CHCTEMBI,
CHCTEMBbl yIpaBlieHUs 0a3aMu JaHHBIX M T.I.), CpPeICTBA 3allUThl HMHGOpPMALUU, HPUMEHSEMbIE B
MH(GOPMALIMOHHBIX CHCTEMAX.

4. be30macHOCTb MEPCOHANBHBIX JaHHBIX JOCTUrAcTCA IIyTeM HCKIIOYEHMSI HECAaHKIIMOHUPOBAHHOIO, B
TOM 4YHCJI€ CIIy4alHOTO JOCTyla K MEPCOHAJbHBIM JaHHBIM, PE3YyJbTaTOM KOTOPOIO MOXET CTaTh
YHUUYTOKEHUE, U3MEHEHUE, OJIOKHpPOBaHME, KOIMPOBAHUE, PACIIPOCTPAHEHNE MIEPCOHAIBHBIX TAHHBIX,
TaK)Ke HECAHKLIUOHUPOBAHHBIX JACHCTBUM.

be3onacHOCTh TEpCOHANBHBIX JAaHHBIX MpU HMX 00paboTke B HWH(POPMAIMOHHBIX CHCTEMax
obecrieynBaeTcsi €  IIOMOLIBIO  CHCTEMBbl  3allUThl  [E€PCOHAJIBHBIX  JAHHBIX, BKIIOYAIOLICH
OpraHU3alIOHHbIE MEpbl U CPEACTBA 3aLIUThl MH(OpMaluU(B TOM uHcie MUPPOBAIbHBIE CPEJICTBa
IPEJOTBPALLICHUS] HECAaHKIIMOHUPOBAHHOIO JOCTYMa, YTEUKH MH(OpMAIMM 10 TEXHUYECKUM KaHayau,
IIPOrpaMMHO-TEXHUYECKUX BO3JCHCTBUI Ha TEXHUUECKUE CPEACTBA 0OPAOOTKU MEPCOHAIBHBIX JAHHBIX),
a TaKKe MCIOJb3yeMble B MH(POPMALMOHHON crcTeMe MH()OPMAIMOHHBIC TEXHOJIIOTHH. TeXHHYEeCKHe H
IIPOrpaMMHBIE  CPEACTBA  JOJDKHBI  YJOBJIETBOPATH  YCTaHAaBIMBAa€MbIM B  COOTBETCTBUU  C
3akoHOJaTeIbCcTBOM Poccuiickoit deaepanyu TpebOBaHUAM, 00ECTICYMBAIOIINM 3AIIUTY HHPOPMALINH.

Jnst obGecriedenns O€30MAaCHOCTH MEPCOHATBHBIX JaHHBIX NMPU UX 00paboTke B MH(POPMAIIMOHHBIX
cUCTeMaX OCYIIECTBIIAETCS 3aliuTa pedeBod HHpopMmauuu U UHGOpManuu oOpabaTbiBaeMoit
TEXHUYECKMMHU CpEICTBaMHU, a Takxke MHH(OpMaluK, MPEeICTaBICHHON B BHAE HH(POPMATUBHBIX
UIEKTPUUYECKUX CUTHAJOB, (U3MYECKUX IoJiell, HocuTened Ha OyMakHOM, MarHUTHOM, MarHUTHO-
ONITUYECKON U NHOU OCHOBE.

5. Paborel mo obecrneyeHHio 0€30MAaCHOCTHM TMEPCOHANBHBIX JAaHHBIX 0pU UX 00paboTke B
MH(OPMALIMOHHBIX CUCTEMAX SIBJIAIOTCS HEOTHEMJIEMOW YacThio paboOT MO CO3JaHUI0 MH(POPMAIIMOHHBIX
CHCTEM.

6. WudbopmamoHHbie CHUCTEMBI KIACCUDUIMPYIOTCS B 3aBUCHUMOCTH OT oOBeMa o0pabaThiBaeMbIX
NEPCOHATBHBIX JIAHHBIX U YTp0o3 0€30MacHOCTH KU3HEHHO BaXXHBIM HMHTEpecaM JMYHOCTH, OOILECTBa U
rocyapcrBa.

[Topsimox mpoBeneHHs KiacCU(pUKAUK HHPOPMALMOHHBIX CHUCTEM YCTaHABIUBAETCS COBMECTHO
@enepanbHOl  cayk00i MO TEXHHYECKOMY M OSKCIIEPTHOMY KoHTposto, DenepanbHoil ciyx00ii
6e3onacHoctu Poccuiickoit deneparun 1 MuHHMCTEpCTBOM HH(GOPMAIIMOHHBIX TEXHOJIOTUH M CBSI3H
Poccuiickoit @enepanuu.

7. O6MeH nepcoHaIbHBIMM TaHHBIMU NIPU UX 00pabOoTKe B MHPOPMAIIMOHHBIX CHCTEMaX OCYILIECTBIISIETCS
[0 KaHaJlaM CBS3HM, 3alllUTa KOTOpPBIX oOOecnedynBaeTcs IMyTeM pealu3alii COOTBETCTBYIOLIMX
OpraHMU3aIMOHHBIX MEP U TyTeM NIPUMEHEHUS TEXHUYECKUX CPE/ICTB.

8. Pa3memienne MH(OPMAIIMOHHBIX CHUCTEM, CIEIHallbHOE 00OpyIOBaHHE M OXpaHa IOMELICHHH, B
KOTOpBIX BeleTcss paboTa C TEepCOHANbHBIMHM JAaHHBIMH, OpraHM3alUs pexnMa obecreueHus
0€30IaCHOCTH B ATHUX IOMEUICHUAX JIOJKHBI 00eCreunBaTh COXPAHHOCTb HOCHUTENEH MepCOHAIbHBIX
JAHHBIX W CPEICTB 3aIIUThl MH(OpMAIMM, a TaKXKe HCKII0YaThb BO3MOXKHOCTb HEKOHTPOIHPYEMOTO
MIPOHUKHOBEHUS WM MPEObIBAaHUS B 3TUX MOMEUIEHHUSIX TOCTOPOHHUX JIMII.

9. MynHununanbHoe OIOUKETHOE YUpEeXJEHUE OMOJIHUTENbHOro oOpa3oBaHus «lLleHTp nerckoro
TBOpuecTBa «Bocxom» ropoackoro okpyra Camapa 06s13aH0 o0ecrieunBaTh 0€30MacHOCTh MEPCOHATbHBIX
JAHHBIX NPU X 00paboTKe B MHPOPMAIIMOHHOH cucTEME.



10. IIpu 06paboTKe MepCOHATBHBIX JAHHBIX B UH()OPMAIIMOHHON CHUCTEME JIOJKHO OBITh 00ECIIEUEHO:

- NPOBEJICHUE MEPONPUATHUN, HANPABICHHBIX HA MPEIOTBPALIEHUE HECAHKIIMOHUPOBAHHOIO JOCTyNa K
NEPCOHAIBHBIM JJAHHBIM U NIEpeaya UxX JUIaM, He MMEIOIIMM MpaBa JIOCTYyIa K TaKoi HHpOopMaluy;

- CBOEBPEMEHHOE 0OHapyKeHHEe (PaKTOB HECAHKIIMOHUPOBAHHOTO JOCTYIA K IEPCOHATLHBIM JIaHHBIM;

- HeJONyIIEHUWEe BO3ACHCTBUS HA TEXHUYECKHE CpeJICTBAa ABTOMATU3UPOBAHHOM 00pabOTKH
NEPCOHAIBHBIX JAHHBIX, B PE3YJIbTaTE KOTOPOTO MOXKET OBITh HAPYIIEHO UX (YHKLIMOHUPOBAHUE;

- BO3MOXXHOCTb HE3aMEJINTEIbHOTO BOCCTAHOBJICHHSI IIEPCOHANIBHBIX JAHHBIX, MOAU(DULIINPOBAHHBIX WU
YHUUYTOKECHHBIX BCJIEICTBAE HECAHKLIMOHUPOBAHHOIO JOCTYIIA K HUM;

- IOCTOSIHHBIM KOHTPOJIb 32 00€CIIeYeHNEM YPOBHS 3alIUILEHHOCTH I€PCOHAIBHBIX JaHHBIX.

11. Meponpusatuss no obecrieueHHIO O€30MaCHOCTH NEPCOHANBHBIX JaHHBIX HpU UX 00paboTke B
MH(OPMAIIMOHHBIX CHCTEMaX BKIIIOYAIOT B CeOsl:

- ompezeNieHHe yrpo3 0€30MacHOCTH MEePCOHANBHBIX AaHHBIX NpU UX 00paboTke, GhopMupoBaHHE HA UX
OCHOBE MOJIEJIN yTPO3;

- pa3paboTKy Ha OCHOBE MOJEIHM YIpO3 CHCTEMbl 3aIlUThl NEPCOHAIBHBIX JaHHBIX, 00€CIeYHBAOLICH
HeHTpaln3aluio IMpeArnoyiaraéMbplXx Yrpo3 C HCIOJB30BAaHHMEM METOJOB U  CIOCOOOB  3alllUThI
NEePCOHABHBIX JAHHBIX, IPETYCMOTPEHHBIX JJISi COOTBETCTBYIOIIETO Kjacca MHPOPMALMOHHBIX CUCTEM;

- IPOBEPKY T'OTOBHOCTH CPEJICTB 3aLIUThl HH(OPMALMU K UCIOIB30BAHUIO C COCTABICHUEM 3aKIIOUEHHH
0 BO3MOXXHOCTH MX IKCIUTyaTallluy;

- YCTaHOBKY W BBOJ B OKCIUIyaTallMIO CPEACTB 3allUThl HWH(POPMALMM B COOTBETCTBUU C
AKCIUTyaTallMOHHOM U TEXHUYECKON JOKYMEHTAILUEN;

- o0y4eHue JHII, UCHOJB3YIOUINX CPENICTBA 3alIUThl MHPOPMALUH, PUMEHIEMbIC B HH(POPMAIIMOHHBIX
cucremax, npaBuiia paboThl C HUMU;

- y4eT IPUMEHSIEMbIX CPEACTB 3alIUThl MH()OPMAIMH, SKCIUTYaTallMOHHON U TEXHUYECKON JOKYMEHTAIH
K HAM, HOCUTEJIEH IEPCOHAIbHBIX JaHHBIX;

- y4eT JI1l, JONYIIEeHHBIX K padoTe ¢ NepCOHANbHBIMU JAHHBIMHU B HH(OPMALIMOHHOM CUCTEME;

- KOHTpOJb 3a COOJIIOIGHHEM YCJIOBUH HCHOJb30BAaHUS  CPEACTB  3allUThl  MH(QOpPMAIUH,
MPEyCMOTPEHHBIX IKCIUTYaTAIHOHHOW U TEXHUYECKOW TOKYMEHTAIUEH;

- pa30upaTeNbCTBO U COCTABICHUE 3aKIIOUYEHUN MO (QakTaM HaONIOACHUS YCIOBUM XpaHEHUs! HOCUTENEeH
MIEPCOHANBHBIX JIaHHBIX, UCIOJB30BAaHUSI CPEJICTB 3alllUThl MHPOPMAIMH, KOTOPbIE MOTYT NPUBECTH K
HapyLEeHUI0 KOH(PUICHIINATbHOCTH MEPCOHATIBHBIX JAaHHBIX WIM JPYTUM HapylIeHUSM, IPUBOASLINM K
CHIDKEHHMIO YPOBHS 3aIMIIEHHOCTH NEPCOHAJbHBIX JaHHBIX, pa3pabOTKy M MNPHUHATHE Mep 110
MIPEJOTBPAILLICHUIO BO3MOKHBIX MOCIIEACTBUH MMOA0OHBI HapyIlIEHU];

- OIIMCaHME CUCTEMBI 3aIUTHI IEPCOHAIBHBIX JaHHBIX.

12. Jlnsa pa3pa®OTKH M OCYIIECTBJICHUS MEPOINPHUATHH MO OOecrevyeHnIo 0e30MacHOCTH MEePCOHATIBHBIX
JaHHBIX TpU UX 00paboTke B MHPOPMAIMOHHON CHCTEME Ha3Ha4yaeTcs JIOJDKHOCTHOE JIMIIO,
OTBETCTBEHHOE 3a oOecreueHnue 0e30MacHOCTU NEPCOHANIBHBIX JaHHbBIX.

13. JIuna, 70cTyn KOTOPBIX K NMEPCOHAIbHBIM JIaHHBIM, 00pabaThiBaeMbIM B HH(POPMAIIMOHHON CHCTEME,
HEOOXOIUM  JUIsl  BBIMOJHEHMSI  CIY)KEOHBIX  (TPYIOBBIX)  OOS3aHHOCTEM, JONMYyCKAalOTCS K
COOTBETCTBYIOIIMM II€PCOHAJIBHBIM JAHHBIM Ha OCHOBAHWU CIIMCKA, YTBEPKIACHHOIO JTUPEKTOPOM
MYHUIIUTATBHOTO  OIOJKETHOTO YUpEXKACHUS JONOJHHUTENbHOrO obOpa3oBaHus «LleHTp merckoro
TBOpuecTBa «Bocxon» ropoackoro okpyra Camapa.

14. 3ampocsl monb3oBarenell MHGOPMAIMOHHOM CHUCTEMbl Ha MOJy4YeHHE IEePCOHAIbHBIX JAHHBIX,
BKJIIOYas JMl, yKa3zaHHbIX B 1.13 Hacrosimero Ilomoskenus, a Takke GakTbl NPeAOCTaBICHUS
MEPCOHANBHBIX JAHHBIX IO 3TUM 3alpocaM PETUCTPUPYIOTCS aBTOMATHU3WPOBAHHBIMH CpEACTBAMHU
MH(OPMALIMOHHON CUCTEMBI B 3JIEKTPOHHOM XypHase oopamieHuil. CoaepikaHue 31eKTPOHHOTO JKypHaia



oOpalieHuii MEepUOANYECKH TPOBEPSIETCS JODKHOCTHBIM JIMIIOM (PaOOTHHUKOM), OTBETCTBEHHBIM 3a
obecrieyeHre 6€30aCHOCTH EePCOHANBHBIX JTaHHBIX.

15. Ilpu oOHapyXeHMHM HapyIIEHUH MOpsAAKa NPEIOCTaBICHUS MEPCOHATBHBIX JaHHBIX LleHTp
HE3aMEJINTEIbHO IIPUOCTAHABIMBACT IPEJOCTABICHUE IIEPCOHAIBHBIX JAHHBIX I10Jb30BaTEIAM
MH(GOPMALIMOHHOM CUCTEMBI 10 BBISIBIICHUS IPUYMH HAPYIIEHUH U YCTPAHEHUS 3TUX IPUYMH.

16. Peanuzanus tpeOoBaHMi 10 obOecredyeHUI0 0e3011acHOCTH HMHG(OpMalUM B CPEACTBAX 3alUThI
nH(OpMalLUY BO3JIaraeTcsi Ha UX pa3paboTUMKOB.

17. K cpenctBam 3amuTsl HH(GOpMaLuM, IpeJHa3HAUYCHHbIM JUIsl oOecreueHus Oe30MacHOCTH
IIEPCOHAJBHBIX JAHHBIX MPU UX OO0pabOTKe B MH(YOPMALMOHHBIX CHUCTEMax, MPHJIATalOTCs IpaBUIIa
MOJIb30BaHUS STHUMH CPEJICTBaMHM, coryiacoBaHHble ¢ DepepanbHON CIyKOOW IO TEXHHUYECKOMY H
SKCHOPTHOMY KOHTpoiro u PenepanbHOi ciry)00i O6e3onacHoctu Poccuiickoii @enepanuu B mpenenax
HX MTOJTHOMOYHIA.

V3MeHeHne ycaoBUi MPUMEHEHHUS CPEACTB 3alIUThl HH()OPMAIMH, TIPEAYCMOTPEHHBIX YKa3aHHBIMHU

IIPaBUJIAMHU, COIJIACOBBIBAETCS C ITUMHU (hefepalbHBIMU OpraHaMM MCIOJIHUTENIBHON BIACTU B Mpeaenax
UX TTOJITHOMOYUH.
18. Cpencraa 3amuThl HHGOpPMALMY, IPEJHA3HAYCHHbIE /17151 00ecreyeHHs 0€30IacHOCTU MEePCOHATIBHBIX
JAHHBIX IpU UX 00paboTke B MH(MOPMAILMOHHBIX CUCTEMax, IOJJIEKAT YYETy C HCIOJIb30BAHUEM
MHJIEKCOB WM YCIIOBHBIX HAUMEHOBAHUM U pEerMCTPAllMOHHBIX HOMEPOB. [lepeueHp HHIEKCOB, YCIOBHBIX
HAaUMEHOBAHMI U PETUCTPALMOHHBIX HOMEPOB ompeaensercss denepanbHoil cayk00i O TEXHUYECKOMY
M DKCTIOPTHOMY KOHTpoutto U DenepanbHoil cinyxk00i 6e3onacnoctu Poccuiickoii @enepaiiuul B mpenenax
HX MTOJTHOMOYHIA.



